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1.1

About PMA.core

You are reading the manual for PMA.core, a central component of the Pathomation software platform
for digital pathology ("the platform").

PMA.core operates through web protocols and supports a number of file formats, allowing you to
manipulate WSI data from different vendors in a standardized manner. This enables efficient
management of digital slide images while requiring minimal setup.

PMA.core manages your whole slide images. It is not responsible for viewing and other operations such
as annotations, data capture, and image analysis. While PMA.core contains the necessary functions to
retain these types of data, it does not provide end-user interfaces to create and manipulate it. The
software acts as a broker between the various vendor-dependent file formats on one end, and a variety
of different end-user applications on the other:

Python / PHP
OpenCV dynamic
scripting portal site

Qc Corporate
application intranet

Image

el FUI plugin

PMA.core
Con Lo s Lowe o Lo oo Lo o

The end-user applications are typically referred to as "downstream" applications in this manual. They
can be other member-components of our platform (PMA.view is an excellent viewer), but they may be
completely custom-built by third-parties as well (in which case communication with PMA.core is
conveniently facilitated through webservices).

This type of broker-like interaction enables both downstream viewing and analysis. PMA.core allows
adopters of WSI to build a context around each slide (on-slide graphical annotations and form-data)
and manage this as needed.

Who should read this

Histotechnicians, pathologists, administrators and software engineers should read this user guide and
use it for reference while using the system.

This document is intended for users who need to know how to set up PMA.core, as well as end-users
(though the latter will typically interact with downstream applications such as PMA.view).
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1.2 What's new in version 1.1

Targeted and fixed trouble areas to improve overall application stability and deliver an enhanced user
experience

New file type: Nikon .ND2 file

Improved support for Hamamatsu NDPI files (up to 117% faster reads)

Improved support for Zeiss CZl fluorescent files

Improved support tor Zeiss ZVI files (brightfield support, multiple uncompressed image formats
including grayscale, RGB, and RGBA)

Support for secure http (https://) and SSL certificates

New file type: DICOM (based on Leica's implemenation on the SCN-400 scanner)

Additional support for DICOM multiple frames

Additional support for DICOM fluorescent data

New file type: Sakura SVSlide

Improved support for Olympus VSl files (when they have only a single scan area)

Improved support for Olympus VSl files (associated directories can now have different naming
conventions)

Administrative users are no longer locked out when the concurrent user limit is reached

Session lifetime can now be monitored in real time

Improved JPEG2000 support

Experimental support for OpenLayers 3 rendering framework

Built-in OpenLayers 3 rendering framework allows for the creation of snapshots (which may have a
copyright notice added to them)

Nested root-directories now allow file manipulation operations

Improved support for TIFF compression algorithms (added Adobe Deflate Compression)

Improved support for TIFF files: GDAL exports and Nikon exports are now supported, too

Added fallback support for partially copied 3DHistech MRXS-files

Improved usage statistics to allow historical system monitoring and resource planning

Additional operating system parameters are available to allow faster GxP validation

Integrity report is now more visually appealing and the interface is more userfriendly
Comprehensive CSS-restyling allow better and more granular customization (for select customers)
Improved internal database security

Case insensitive login check implemented during user creation

Prevent root directories from having the same path or alias but different casing

Enables CORS in the webservice API (for https support)

Improved support for SVS files (latest Leica-generated SVS files)

Known and supported file formats can now be consulted via the user interface

Slide content can be rendered in PNG format (lossless compression) as well as JPEG format (lossy
compression)

Access control lists (ACL) for root-directories and users

Password is no longer visible in user log

1.3 What's new in version 1.2

General improvements:

LDAP support in the form of pass-through authentication (explicit PMA.core login still required)
Improved ND2 support (interleaved RGB channels, z-stacks)

Improved TIFF support (LZW compression)

Integrated IS lodfile statistics

Better interaction between form entry and webbrowser autocomplete behavior

License expiration warnings
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1.4

1.5

Full support for OpenLayers 3 rendering framework
Meta-data for forms can now be imported and exported
Improved manual

New file format: Aperio CWS

Programmability improvements:
* Heatmap improvements (now available through an exposed view)

e "Caller" argument and tracking allows granular application use monitoring
* More control over tile and region rendering (Format and ImageQuality parameters

Release history

Version Revision Released
PMA.core 1.0.0 (also referred to 604 February 2015
as 1.0)

PMA.core 1.1.0 784 August 2016
PMA.core 1.2.0 883 October 2017

Supported file formats

PMA.core supports the following file formats:

Vendor Extension
3DHistech MRXS
Aperio CWS
Aperio SVS
Generic JP(E)G
Generic TIFF

Hamamatsu NDPI
Hamamatsu VMS
Hamamatsu VMU

Leica SCN
Nikon ND2
Philips TIFF
Ventana BIF
Zeiss 2V
Zeiss (074

© 2017 Pathomation



Installation 9

2 Installation

In this chapter we show you the software installation steps to go through to get PMA.core successfully
up and running on your system. We also explain how our license model works.

21 System requirements

System requirements, software prerequisites, and other recommendations are described in a separate
document "System Requirements".

2.2 Installation

Assuming that your setup conforms to our system requirements (defined in a separate document;
contact us if you do not have this document), installation is done by one of Pathomation's support
engineers. Installation can occur on-site or from a distance.

If you wish to have setup performed remotely, please advise us at least 48 hours in advance concerning.
This gives us sufficient notice to test connectivity settings. We are flexible and are familiar with a
number of remote control systems, including but not limited to Remote Desktop (RDP), VNC, WebEx,
and TeamViewer. The account provided to use for installation should have sufficient (preferably
administrator-level) privileges so we can may install and configure additional Windows components
(laid out in the system requirements document).

Installation typically takes about half a day, but may vary depending on the need to download and
install additional prerequisites, as well as internet speed provided, and the performance of the
hardware setup.

The various components are of PMA.core and the terminology used throughout this manual are
outlined in the following schema:

© 2017 Pathomation
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Client-side
Desktop or workstation

o
[}
wu
3
2

0

0

=

PMA.core front-end Ul

L
Server-side \

Hardware server

1S
Webserver

PMA.core

A

2.21 Secure HTTP
PMA.core 1.1 was modified to support both regular HTTP (http://) as well as secure HTTP (https://).

The following operations should only be performed by experienced users. If you don't know what
web.config is (or where to find the web.config file), you should stop reading and contact somebody
more knowledgeable in this area.

You will need to make the necessary changes on the Microsoft 11S side. You will need to purchase and
install the proper certificates on the webserver to make everything go smoothly and prevent browser
warnings about untrusted sources cropping up. The configuration of these is outside the scope of this
manual however. Do contact us if you need additional support with this.

Changes are necessary to the configuration files of PMA.core 1.1 to make it operate under secure http.

For a hitp-setup, you will find the following section in the web.config file:
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<basicHttpBinding>
<binding name="soapBinding">
</binding>
</basicHttpBinding>
<webHttpBinding>
<binding name="webjsonHttp">
</binding>
<binding name="webpoxHttp">
</binding>
</webHttpBinding>

For secure http, this becomes:

<basicHttpBinding>
<binding name="soapBinding">
<security mode="Transport'">
<transport clientCredentialType="None"/>
</security>
</binding>
</basicHttpBinding>
<webHttpBinding>
<binding name="webjsonHttp">
<security mode="Transport'">
<transport clientCredentialType="None"/>
</security>
</binding>
<binding name="webpoxHttp">
<security mode="Transport'">
<transport clientCredentialType="None"/>
</security>
</binding>
</webHttpBinding>

When running PMA.core 1.1 under https, you will receive a notification by your browser with the
possibility to retrieve extended information about the certification authority (CA):
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2.3

“« C' | B https:/ e antwerpen.be/LogOn?ReturnUrl=%2f

[w ﬂ Elements Console

ﬂ Owerview

Main Qrigin

.
Certificate ﬁ

General | Details | Certification Path

-] Certificate Information

This certificate is intended for the following purpose(s):

« Ensures the identity of a remote computer
« Proves your identity to a remote computer
« 2.16.840.1.114412.1.1

« 2.23.140.1.2.2

* Refer to the certification authority's statement for details.

Issued to: o+ s cantwerpen.be

Issued by: TEREMA SSLCA 3

valid from &/ 15/ 2016 to &/ 20/ 2019

Issuer Statement

Learn more about certificates

Sources Metwork Timeline Security » @1 @ X

Security Overview

®  Valid Certificate

The connection to this site is using a valid, trusted
server certificate.

View certificate

®  Secure Resources

All resources on this page are served securely.

You will need PMA.view 1.1 to retrieve content from PMA.core 1.1 in secure http mode. PMA.View 1.1
can connect to either secure or unsecure tile servers like PMA.core. In summary, the following

combinations are possible:

1. PMA.view running in https:// and PMA.core running in http://

2. PMA.view running in https:// and PMA.core running in https://
3. PMA.view running in http:// and PMA.core running in http:// (dfault behavior of PMA.view 1.0)

4. PMA.view running in http:// and PMA.core running in https://

License setup

When starting the application for the first time a license will be required. The system will display a
section where license information can be found. The user must copy the request code, which can be

found in the second tab and send it to the vendor:
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Home

- 5 E i
a3 :
+

F 3

Licensing

Hes Ligenas

=1 L t + Reguest Code | #

third tab:

Licensing

Licanse

a ta | o Re # Update License

Browse Mo fie selecied

Licensing

Licanse

S License Doty 7

* User: John
= Type: Tria
= Trial Endi G101,
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2.3.1 License expiration

When the license is expired, you are notified of this right after logging in:
Home

Home

Invalid license

2] S Z
Images Manage Users

Iz &
Manage Directories Logs

License

Information

& 11 7otar users

2 Update

L
When license expiration is less than a month away, a warning message appears:
Home

Home

The license of this product expires on Sat, 30 Sep 2017 (5 days)

2] S E
Images Manage Users
il | Information

Manage C
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3 Initial setup

There are several steps you should take when you first start to use PMA.core. You must set up the
system so it knows where to obtain image (WSI) data, and should define at least one other user besides
the administrator.

This chapter outlines the initial steps; subsequent chapters elaborate on these basic actions.

We assume that installation was successful, that you have a URL pointing to the location (check with
your local system administrator), and that you're familiar using a standard modern webbrowser (see
also our system requirements stipulated elsewhere).

3.1 Navigation

PMA.core is a web-based system running on IIS. Therefore, you'll need a webbrowser and a network-
connection to use the system.

During installation you will have determined the URL through which the application is accessible. When
visiting the URL for the first time, you can log on with the default username "admin" and password
"admin". The password is case-sensitive, so "ADMIN" or "AdMiN" will fail.

[ =NEN X
| Logon » ."._ ey

€ ; ‘dev_server/LogOn?ReturnUrl= C E’VGQD;:'E Pl ¥+ ﬁ E = v » =

PATHOMATION

Enter username and password to continue.

& | admin

8 [ seses |

PMA_core v.1.0.585

Pathomation ©& 2013 - 2015

%

Upon successful login (if unsuccessful, you receive an error message and you're allowed to attempt to
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log in again), you see the startpage for the PMA.core administration interface:

r b

| Home - PMA.core x ‘.II\+
-
dev_server, Gl B-Goge Pl % H B & ©- = ~| =
-
& ™ Logou
USTITOINVSteINM Home
# Home Home
b
fs = H
] S 2 &
Images Manage Users Manage Directories Logs Licenzse :
|
all | Information & Update

Tt ||
& 21 wtatvser g .
> 1 Active Sessions I-I
™ 7 Foms \ N _,;_I

The exact appearance of this page depends on your specific installation and what optional modules are
available.

¢ |dentity control: shows what login that was used
for authentication, and allows one to log out again
(and subsequently switch personas)

¢ Navigation menu: allows the user to make a
selection to administer and monitor different
aspects of PMA.core. Some menu-items are
collapsable and have additional sub-menus. The
specific menu- and submenu-items shown may
vary based on your specific installation and license
terms.
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e Content frame: shows P
content for the selected
menu-option. By default, a EY
the "home" selector in E—
the menu is highlighted
upon login. Some high- 221 e -
level usage statistics are o) romer
shown in this, which can
be further examined by
clicking on them.

1]
D

3.2 Minimal user management

In order to have an optimal functioning system, there are some minimal housekeeping rules that you
should take care of right now. Don't delay, don't let this linger, don't postpone this until later. Do this
now; you'll gain some experience with the PMA.core system and have a more secure environment
because of what you're about to do (but only if you do it).

3.21 Change the admin password

The initial (default) username and password are explicitly mentioned in this manual. This is done for
your ease and convenience as a first-time user. This also means that unless you change this default
password, everybody in the world who has access to this manual now also has access to your system (if
they know the URL).

Select "Users" from the navigation menu. You should only see one user in the content frame. Depending
on your license terms and specific installation, you may see more or less additional columns behind the
login. E.g. you may have a restrictive version that doesn't allow you the granularity to determine which
users may perform annotations and which ones may not. In that case the column 'Can Annotate' will
not be visible for your particular installation. You should contact us if you feel absence of certain
features is somehow an error, or if you think anything else is missing (that you were actually expecting
to see).

Users B Add
Login * First Name Last Name Ema Last login agmintstrator Can unnotsts suspanded

admin admin admin adming@admin.com 1372015 3:55:40 PM

After clicking on the "Edit" button, you can change the properties for the account. You should at least
modify the password, but you can also update the remaining information with your own personal
information:
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= Edit user

First admin
Name

Last admin
Hame

Password
(Leave blank to keep the old password)

Email admin@admin.com

Additional options that are shown below these fields can be left on their default values for now. Details
for these are elaborated upon in subsequent chapters (they may also vary based on your license
agreements and other contracts with Pathomation).

After changing the above fields to fit your particular circumstances, make sure the press the save button
to commit your modifications.

3.2.2 Creating a new user

At this point, it's also a good idea to create at least one new user who's not an administrator. For that,
go to the user overview frame and click the "Add" button in the top-right corner.

Users
Home Users
Users
omn A& First Last i T Can S
Leg Hams Heams = Lestiog Haministrsta ennotste T
admin admin admin admin@admin.com 182015 # -
11:21:36 AM
' o

A blank form appears, and you'll recognize the various fields from when you were editing the
administrator's account.
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=  Adduser

First Name

Last Name

Login

Password

Confirm
password

Email

Administrator

Can Annotate

19

You may ignore once again all the fields below the "email" field. Press the "Create" button to finish the

new user profile and see it appear in the list of users:

i | Users

- First Last . act Ly e e Can
Login & = — Emal Last kogin Administrator amotats
admin admin admin admin@admin.com 1M 82015
11:21:38 AM
apalmer Albert Palmer albert@palmer.net

Suspandsd

[1]

Note that you just created the "apalmer" user without administrator privileges (default setting). This

means that this new user is restricted in what (s)he's allowed to do.

3.2.2.1 Access restrictions

In the above section, you created the "apalmer" user without administrator privileges (default setting):
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o A& First Last _ ot Lok . oo Czan . "
Login Name Hame Emal Last login Admintstrator Annotats Suspanded
admin admin admin admini@admin.com 1182015
11:21:36 AN
apalmer Albert Palmer albert@palmer.net

Based on the scheme above, the "admi"-user will be allowed use the PMA.core management interface,
whereas the "apalmer"-user will not. When apalmer tries to log in through the main PMA.core login
screen with these credentials, (s)he'll be unable to proceed. Since PMA.core is considered a
management application for the Pathomation software platform, only users with a checked
Adminsitrator flag can log in through here:

Enter username and passwerd to continue.

- apalmer

PMA.core v.1.0.585 Pathomation @ 2013 - 2015

Log on failure

However, logging in through a downstream application such as PMA.view should proceed. The following
schema illustrates the difference between having the Administrator flag checked or unchecked (when
user "admin" and "apalmer" try to gain access to the same respective applications):

No access

PMA.view

PMA.view

Admin Apalmer
(administrative flag checked) (administrative flag unchecked)

In PMA.core 1.1, additional user access rights can be determined through Access Control Lists (ACLs).

If access rights do not work out as you intended, check the chapter on user management for
troubleshooting an account's properties, or consult the separate PMA.view manual to see that you have
the connectivity with the corresponding PMA.core set up appropriately.
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3.3  Start hosting your slides

Now that you've created your first user, you still have to be able to show that user some content. In
order to do that, you need to set up your first root directory. We elaborate on the conceptina
subsequent chapter, but suffice it to say for now that a root directory is a starting location from which
your various whole slide images will be hosted.

The reason for working with root directories has two advantages:

1. You don't have to navigate through a complicated directory structure before reaching the files that
you want to work with

2. You can map multiple root directories to organize slides according to different purposes or
workflows.

The concept of root directories is not dissimilar to mapped network drives in the Microsoft Windows
operating system, where you map a map such as \\myserver\dir\subdir\subsubdir\ to a (much simpler to
remember and address) drive letter.

One (minimal) downside of root directories is that you actually have to set them up.

3.3.1 Configuring a new root directory

You can set up a new root directory by going to Settings > Root Directories.

of Settings

Similar to how you created you first user, you can set up a new root directory by clicking on the "Add"
button in the top-right corner of the overview table:

Root directories

Home > Root directories

Root directories

© 2017 Pathomation
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The new form that appears is also not unlike the one you used to add a new user: enter an existing
folder on your hard disk, assign it a name that you can use for identification and recognize, and press
the "Create" button. You can may ignore the impersonation fields for now; these are explained in detail
in the dedicated chapter on root directories.

The folder that you enter must exist at this time, or you won't be allowed to proceed:

=  Add Root Directory

Could not find a part of the path 'c:\unknown_folder'.

If everything goes right, you should see your first root directory in the list now:

Root directories

[+]
1>
[+
0

Path Alizs Offiine = Path Exists

clinetpubhwwwroot\demo\Data demo

And you can browse the "demo" root directory by going to the Image menu. You'll be able to select
from any root directory that you have in your list, and see what files are present in each one.

Homs » Images
| Image Directories = demo - 23 files & Empty cache =
-
demo | _

DFW_50-1.mrxs

Eal DFW_50-2 mrxs

m

DFW_50-3.mrxs

HE_17475-1-1.mrxs

Furthermore, you may inspect any file in this list by clicking on its filename first, and subsequently on its
thumbnail:
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[3  Image Directories = | demo - 23 files & Empty cache = Eal
] S N N
=1,y demo — Dimensions 100550 x 211655
DFW_50-1_mnx:
Eal DFW_50-1.mnxcs File mirax (JPEG)
Format
Eal DFW_50-2.mrxs Tile 512
= size
(&l DFW_50-3.mrxs Zoom 9
levels
Cache
[Eal HE_17475-1-1. mrxs 0%
E&l HE_17475-2-1 mmxs ' . s
i af{jﬁ .
b T 3@. L AR
e“ ;;*" :—-':T' & \l
[Ea] HE_17590-1-1.mrxs eyt -5
Jr ¥ w
2 R -;{,!':' . o)
. 30 4 3
B4l HE_17580-2-1. mrxs Py

Seconds taken to load: 3.108
Mumber of tiles requested: 23

You can find out more about what you can do with images in subsequent chapters, and of course you
can have access to a much more advanced viewer in the separate PMA.view application.

3.4 What's next
In this chapter, we've made an attempt to offer you a straight path to have operations up and running.
We've shown you the quickest route through a minimum of steps of what it takes to get your server

online and ready for action.

You've created your first user account, mapped your first (digital) slide repository, and even looked at
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your first slide and experienced the ease of use of our platform, as well as the convenience of no longer
having to worry about "which files can | actually see?" or "do | have the right viewer for this?".

In subsequent chapters we elaborate on each of the topics touched upon in this introduction, and
introduce you to some new ones along the way.

We sincerely hope you enjoy our software and that this is the beginning of a fruitful collaboration and
relationship between you, the customer, and us, your friendly neighborhood digital pathology firm. As
always; should you have any comments, questions, or concerns, drop us a line at
info@pathomation.com.
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4 Working with root directories

The root directories refer to the base directories where the system should look into for whole slide
images. All the subdirectories of the root directories are exposed by the application and whole slide

images that are discovered are advertised. A root directory may either be a local directory ora UNC
share.

Root directories

Root directories

E \storageiwsi Local slides

NHASSharedwsi Shared slides

This section allows the addition of new directories as well as the editing and deletion of existing ones.

Each root directory is given an alias by which it is referred. The alias must be unique, irrespective of its
casing. This means that if you have a root-directory with an alias "RoOt", you cannot also have another
root-directory with a alias "rOoT".

The path of a directory must be an absolute path accessible by the host computer. Should the path not
exist, an error message is shown:

=  Add Root Directory

Could not find a part of the path 'c:\wsi2'".

Path c:wsi2

You can edit already existing root directories by clicking on the pencil behind each entry in the overview
table:
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Edit root directory

Home » Rootdirectories » Edit

= Edit root directory

Path E\storageiwsi

Alias Local slides

Impersonation
username

Impersonation
password

Impersonation
domain name

Offline

Back to List

Similarly, you may delete root directories by clicking on the delete icon behind each entry. A

confirmation prompt at this point will give you one last chance to reconsider:

Are you sure that want to delete this record?
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4.1 Accessing data on a network

It is very possible that WSI data is not stored on the local drive, but on a shared (high-capacity) storage

device. There are several reasons why this may be the case:

e This machine may collect files from different locations and/or scanners.

® The system requirements for your file server may also vary significantly from the requirements of
PMA.core.

e |ast but not least, you may simply want to access data for a temporary project that's stored
somewhere else at your company or institute, without having to go through the trouble of copying
several terabytes of data.

PMA.core therefore lets your map root-directories on a (shared) network drive. A UNC-path to a
networked directory looks like \\servername\sharename\dir\subdir\. There are three conditions for
this:

e The UNC share must exist at the time of creation

¢ The IIS account running PMA.core must have sufficient access rights to the specified path

® The share may not be accessed through a mapped drive; but only through a fully qualified UNC path

If no immediate access is possible for the share, you may specify impersonation information (which
should be provided to you by the system administrator who's responsible for the machine that you're
trying to reach). Impersonation information is verified, and the root-directory may only be created if
impersonation is successful.

You must specify a domain. If no domain-name was given to you (e.g. on a Samba-share), you may
enter "." as a default domain.

When a UNC share does not exist, the following error message is displayed:

=  Add Root Directory

The network name cannot be found.

Path “Wocalhost\imapped_drive

Note that you can only map network locations through their UNC path. PMA.core does not allow mapped

(network) drives to be referenced directly. If \\servername\sharename\ is mapped as drive X:, you can

not create a root directory with the path reference x:\dir\subdir\. The reason for this is twofold:

¢ Afile needs to be traceable to an unambiguous location. There's no way to find out whether \
\servername\sharename\dir\subdir\foo.svs and x:\dir\subdir\foo.svs are the same files (at least not
in a simple straightforward manner)

¢ Since IIS runs as a background service in the OS, it cannot be guaranteed that the x: drive-letter will
always be available (especially when no actual user is logged into the system).
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4.2

4.2.1

Nested references

Two root-directories are nested if one is contained within another one. There are very good reasons to
have this kind of setup: you can have a folder d:\projects\ with over 100 different subdirectories, but
only two or three of those are actually of importance to you at any given time. Nevertheless you may still
need to consult occasionally some of the other projects as well, so you really need the following setup:
¢ One root-directory "projects" pointing to d:\projects
¢ Two other root-directories "project foo 004" (project 4 for customer foo) and
"project_bar_045" (project 45 for customer bar) that offer you quick access to the files in d:\projects
\foo\p0004 and d:\projects\bar\p0045.

Itis clear that d:\projects\qcor\p0004 is a subdirectory of d:\projects and as such qualifies as a nested
directory.

Whether you want to actually allow this is up to you. In PMA.core, the files will be mapped to different
locations and therefore will be accessible through different routes. Therefore, we recommend disabling
nested root-directories if you plan to do any of the following:

* Move files to other locations using the image manager

® Capture on-slide annotations

¢ Capture form-data

Nested root-directories are fine to use, as long as you only use PMA.core to host and view WSI
content.

Disabling nesting

The following operations should only be performed by experienced users. If you don't know where or
how to find a file called "App_Data\Data\PMACore.config", you should stop reading and contact
somebody more knowledgeable in this area.

Assuming that you know what you're doing; you can control whether nested root-directories are allowed
by modifying the AllowNestedRootDirectories switch in PMACore.config:

<!-- Boolean that indicates if overlapping root directories are allowed -->
<add key="allowNestedRootDirectories” value="false" />

Appropriate error handling is provided. Say that you have the following situation:
¢ AllowNestedRootDirectories is set to false

* A root directory "cases" exists and points to c:\wsi\worklist\

¢ A subdirectory exists c:\wsi\worklist\case04\

When trying to map c:\wsi\worklist\case04 to a separate root directory, an error message shows:
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Add Root Directory

Overlapping root directories are not allowed. This entry would overlap with the 'cases’ entry.

Path Cwsitworklist\case04

Alias case 4

4.3 Access Control Lists

As you have more users and more root-directories, it becomes undesirable that everybody is allow to
see everything.

Therefore, root-directories can be marked "public" or "private":
* When they are marked "public", it means every user has access to them.
* When they are marked "private", it means only select users can see the content

Once marked private, you can select what users are allowed to see the content of the root directory,
and which ones aren't: Do this by pressing the "Edit access control list" link after you selected the
"private" option:

Access control list

Available users Users with access

Erica Sucaet
FARC admin

Irena silke

Sr22s vub
agelosaccountcreatedbywim vub_student
anagsa wwaelput
angelos
anonymous_anapath_studer
anonymous_anapath_workg
anonymous_foulis
anonymous_gepts
anonymous_mobile
anonymous_moc
anonymous_pydio

apauwels

aserhan

biobank

Pl
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4.3.1

Overview

As you get even more root-directories and more users, it is useful to get an overview of who has access
to what. For that, you can request the ACL report from the root-directories view.

222  Root directories

The resulting report looks like this:

@ ACL Cverview

Root directories ACL overview

Home % Rootdirectories 3 Overview

v Root directories ACL overview

User / Directory ICON
Erica

FARC

Irena

Sr228
Sucaet
admin

agelosaccountcreatedbywiminpydio

anagsa

angelos

anonymous_anapath_student

anonymous_anapath_workgroup

anonymous_foulis

anonymous_gepts

anonymous_mobile

anonymous_moc

MOC

Workgroup

Add

_in_aperio

_in_fluo_bd

_in_fluo_nikon

Note that this is a read-only interface. You cannot make changes in this view.

_in_fluo_zeiss
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5 Server setup

All the system configuration options can be found from the left menu under the "Settings" section.

Depending on who manages and maintains your Pathomation setup (in-house or third-party), not all
entries described in this section may be visible in your particular installation.

5.1 Root directories management

Root directories can be managed by selecting the "Root directories" option under the "Settings" section
in the left menu.

Root directories

Root directones

E'sloragewsi Local slides

THASsharedws| Shared slides

The list displays all the configured root directories and provides options to add new, edit and delete
entries.

¢ The "Offline" column indicates whether or not a root directory is enabled. An offline root directory is
not advertised by the system and it's contents are not available to the users of either PMA.core or
PMA.view.

¢ The "Path exists" column indicates whether or not the system is able to mount a root directory's path
and access it's contents. For example a root directory that points to a local file system folder, that
has been deleted, will not have the "Path exists" column checked.

To add a new root directory, click the "Add" button on the top right of the table.
Root directories

Home: Root directories

Root directories

The following fields can be defined for a root directory:
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Add Root Directory

Home » Rootdrectories » Create

Add Root Directory

Path

Alias

Impersonation username

Impersonation password

Impersonation domain
name

Offline

Back to List

Path A valid absolute path to a local folder or a
UNC share that the server can access

Alias The name by which this root directory will
appear in the image manager as well as in
PMA.view

Impersonation username Optional username to use to mount a UNC
share

Impersonation password Optional password to use to mount a UNC
share

Impersonation domain name Optional domain name to log on to, to mount
a UNC share

Offline Boolean value that indicates whether or not
this root directory is advertised by the system.
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Setting a root directory in offline mode, will
cause it to become invisible in the image
manager as well as in PMA.view

5.2 Image settings

In the image settings section image compression and tile related values can be configured.

Image Settings

Tile Size 512 =
Image Format | Joeg v |
Tile Quality (100=best) 100 &

Image Format Parameters

Tile Size The size of each side of the served tiles in
pixels
Image Format The image format of all the served images

(tiles, thumbnails, snapshots etc.). This can be
JPEG (lossy compression) of PNG (lossless
compression)

Image Quality 1 to 100 value that defines the image quality
for lossy compression schemes. Default value
is 100 (equal to 100% quality). The parameter
does NOT apply when the Image Format is set
to PNG. See what impact this has on data
traffic.

Image Format Parameters Format specific parameters that may be
required
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5.3 Cache settings

In the cache settings section the cache strategy of the system can be defined. In the first tab (Cache
Settings), the following fields are available:

Cache Settings

Home 7} Cache Settngs

Cache Settings File Extension Cache Settings

Use cache

Cache Path ~iApp_DatarCadhe
Retention Days 20
Zoom Level 15
=l

Use cache Indicates whether or not the system caches
requested tiles. By default, caching is turned
off.

Cache Path The directory where cache files are stored.
This is a web application relative path.

Retention Days The number of days after which a cache file is
automatically erased by the system.

Zoom Level The maximum zoom level for which tiles are
stored in the cache. Requests for tiles beyond
that level are served normally but not stored
in the cache.

In the second tab (File Extension Cache Settings), settings for specific file types based on their extension
can be defined:
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Cache Settings

Home 3 Cache Seifings

Cache Settings Flle Extension Cache Settings

. ] B Add
File Exieanion Une cache if S is local Une cache if e is remole

SWS False True

;-
Extension
File Extension 5VS
Use cache if file is local False
Use cache if file is remote True

File Extension The extension of the whole slide image type a
setting refers to.

Use cache if file is local Boolean value that tells the system whether
or not to create and use a cache if the file is
located in a local directory.

Use cache if file is remote Boolean value that tells the system whether
or not to create and use a cache if the file is
located in a UNC share.

5.4 Cache builder settings

In this section the status of the cache service is displayed. The user can see which image is currently
being processed as well as the progress of the cache building. Furthermore, it is possible to control the
order by which the service should be the images to process and the zoom levels that it should generate
cache for.

© 2017 Pathomation



36

PMA.core 1.2 manual

Cache Builder Settings
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By clicking the edit icon next to each image, the user can modify the settings for the specific image in
the cache queue. The delete button removes the specified image.

Edit cache queue entry

Homs > Cache Buliser Sattngs 3 Edit

=  Cache gqueue entry for Seminar Esophagus 2014/H0503166-1A.ndpi created on 121772014 34717 PM

Priority 3
Zoom Level From 1
Zoom Level To g

E Back to List

Priority

Integer value that designates the absolute
order by which this image will be picked by the
cache service. Larger values are picked before
smaller ones.

Zoom level from

The zoom (pyramid) level at which cache
generation should start.

Zoom level to

The zoom (pyramid) level at which cache
generation should stop.
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In this section the SMTP mail server settings that the PMA.core system should use are defined.

Server Settings

Home 3» Server Settings

Server Settings
SMTP Server URL
SMTP Server Username
SMTP Server Password
Email Address

Use SSL

SMTP Server URL

mail pathomation.com

info@pathomation.com

Test email 2

A resolvable address for the SMTP server

SMTP Server Username

Optional username to use to login, if the
server requires authentication before sending
a message.

SMTP Server Password

Optional password to use to login, if the
server requires authentication before sending
a message.

Email Address

The email address that will appear as the
sender of the messages.

Use SSL

Indicates whether or not the system should
use an encrypted connection to connect to
the server.
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5.6

License limits and server administration
An administrator can still log into PMA.core even if concurrent users limit is exceeded.

Two common tasks that you may still want to do as an administrator once the number of maximum
concurrent users is exceeded are:

* Remove an active session from the pool so that roaming licences become available to others (e.g.
when users don't log out properly)

* Update the license key as provided by Pathomation after purchasing additional concurrent licenses
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System users can be managed by selecting the "Users" option from the left menu.

$# Users

admin

angelos

anonymous_anapath_student

anonymous_anapath_workgroup

anonymous_foulis

anonymous_gepts

anonymous_mobile

Showing 1 to 10 of 60 entries

FirstName

admin

Angelos

anonymous,

Anonymous

sarah

Anonymous

Mobile

Last Name

admin

Pappas

Anapath Student

Anapath Workgroup

Richardson

Gepts User

Anonymous user

Email

info@pathomation.com

angelos@smartcode.gr

wim waelput@uzbrussel be

wim waelput@uzbrussel be

SRichardson@exeter.ac_uk

yves sucaet@usa.net

yves.sucaet@uub.ac.be

Lastlogin Administrator Gan Annotate Suspended

©Add

7/25/2016 7:19:01 s = o
4/22/2016 2:34:21 P o
511812016 10:47:12 s - [}
5/18/2016 12:59:15 s = °
712512016 6:05:28 s - [}
7126/2016 7:59:47 s = °
7/26/2016 7:43:46 s = o
Previous - 23 4|5 6| Next

There are 60 total users.

® The "Last login" column displays each user's last successful login date.
¢ The "Administrator" column indicates whether or not a user can access PMA.core. Non administrator
users can only login via PMA.view and therefore cannot perform system management tasks within

PMA.core.

e The "Can Annotate" column indicates whether or not a user is allowed to create and edit annotations
within PMA.view.

¢ The "Suspended" column indicates whether or not a user is currently allowed to login to either

PMA.core or PMA.view. A suspended login is treated as invalid by the system.
® Clicking on a user's email address launches your default email client.

Next to each entry the following buttons appear:

Edit

Edits the selected user. This option allows the
modification of the user's password, email
and name. Furthermore the access level of
the user can be changed (administrator or
not) as well as whether or not the user is
allowed to create and manage annotations.
Finally a user can be (un)suspended within this
option.

Delete

Deletes the selected user

Remind password

Sends a notification email to the selected user
that contains their password in plain text

Reset and remind password

Sets a random password for the selected user
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and sends them a notification email that
contains the new password in plain text

To add a user click on the "Add" button on the top right of the table.
5 | Usars

The following fields can be defined for each user:

Add user

First Name
Last Name

Login
Password

Confirm
password

Email
Administrator

Can Annotate

First Name The user's first name
Last Name The user's last name
Login The user's username. The username must be

unique, irrespective of its casing. If user
"UsEr" is already defined, you cannot also add
user "uSeR".
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Password The user's password
Email The user's email address
Administrator Boolean value that indicates whether or not

the user can login to the PMA.core
administration interface

Can Annotate Boolean value that indicates whether or not
the user can create annotations for virtual
slides

Suspended Boolean value that indicates whether or not
the user can login to the PMA.core and
PMA.view systems

6.1 Password restrictions

The password provided needs to be at least 6 characters. If this is not the case, an error is shown:

Password Must be between S and 255 characters

Additional restrictions are not enforced. The reasoning behind this is that access to PMA.core is
typically granted after already having gained access to (part of) an organization's network
infrastructure. It is the responsibility of the organization to provide sufficient checkpoints before granted
users access in the first place (enforce complex passwords, rotate passwords every so often, VPN,
physical access to site premises, encryption efc).

In order to prevent accidental typos when entering a password, each time a password is entered for the

first time (or modified later on), it must be entered twice. If the entered passwords don't match, an error
is shown:

Password v

Confirm | The password and confirmation password do not match.

password

6.2 Acitivitylog

By clicking on the user's login in the overview table, you can see the most recent (valid or invalid) login
attempts, as well as the most recently consulted slides:
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User 'admin’ Log

Home ) Users ) Log

System Access Log

sezmion 10 Lant accasssa - Host Adaress Host Hame succass Failurs Reasan
dNVE5530Tgob_ITNZg 1ihw2 9/29/2017, 10:36:00 AM 9015274210 90.152.74.210 frue

9/28/2017, 10:33:38 AM 980.152.74.210 90.152.74.210 false Invalid username or password
BIEISFPy3Qwz-bTcWiQgmg2 9/29/2017, 6:00:34 AM 8525210144 3525210144 frue
8E_LSse0Zbbh789MrKmSFA2 9/28/2017, 6:00:26 PM 8525210144 8525210144 frue
OPFFzzwHCAMpPWIPI3XELQA2 9/23/2017, 6:00:38 AM 8525210144 3525210144 frue
EXer3T_3P2Lw5CpSEsPHeg2 9/27/2017, 6:00:18 PM 8525210144 8525210144 frue
AYTkUwXEQ5qIc5JKzZ3I0Mg2 9/27/2017, 6:00:37 AM 8525210144 3525210144 frue
SULTUSSQTHNHVgILIMOAZ 9/26/2017, 6:00:24 PM 85.25.210.144 85.25.210.144 frue
SrULTUSSQTHNHVgILIMOAZ 9/26/2017, 4.19:19 PM 87.203.117.2 87.203.117.2 frue
3MZUvsvp4NCIEVRGUL3r2 9/26/2017, 6:00:35 AM 8525.210.144 86.256.210.144 frue

Showing 1 fo 10 of 15,356 entries

# | Image Access Log

Last Accsnsed — Image Path
9/26/2017, 4:21:17 PM _in_aperiof2017-09-08/Lpx 016 Sirsvs
9/2112017, 1:36:17 PM ICCNMoor 1.svs
9MB/2017, 4:44:37 PM ICCNISS 3.svs
9MB2017, 4:26:45 PM ICCNMoor 1.svs
9MB2017, 4:17:48 PM ICONfube 2 1.5vs
9/6/2017, 9:03:53 PM pathologie/1.3. Hemochromatose van de lever met levercirrose (HES). mnxs
9/6/2017, ©:03:36 PM ICONfube 2 1.5vs
9/82017, 8:53:32 PM ICCNMaor 2 svs
QFRAMT 21RIR P ICNNAAAr 4 cue
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7 Image management
The image manager is accessible from the "Images" option on the left menu. This section allows the

user to browse through the available virtual slides, manage the cache files, view, move and rename
each image and import native annotations for the supported digital slide formats.

Image Management

i
4
¥

NNNNN

=
e 7
[T, TR Qe a1 Mo ¥

Using the tree view the user can navigate through the available directories. You only see the
subdirectories that are "true" subdirectories. PMA.core is smart enough to filter out standard
subdirectories that belong e.g. to Olympus VSI or 3DHistech MRXS slides, or reserved directories only
used by the operating system (like .snapshots on Apple-originating samba-share).

Clicking on a directory will display its contents in the middle section. The "stats" button will calculate
cache statistics for all the cache files in the system.

Image Directories bl Stats

oy

Sample cache report:

Cache statistics

Number of cache files 4
Average tiles per file 45
Average cache size 31 MB

Close

The contents of the selected directory are displayed in the middle panel. Each type of slide is presented
in a different color. Several operations are available at the level of a directory. Note that the "Empty
Cache" button erases all the cache files for the selected directory and may take a while to run.
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= Current Directory & = W -

| ’E{efresh directory]

’ Emtpy all cache files of this directory ]

[ Create a sub-directory in this directory i

[Rename this directory]

When an image is selected, its information as well as a thumbnail are presented in the image panel.

Eal  Prostate20X.tif

Dimensions 78490 x 94715

File Tiled Tiff (JpegTechnote2)
Format

Tile size 512

Zoom 8

levels

Cache 46%

il Empty cache £ Add to cache queue Move image

# Rename image

Clicking on the image opens a full screen viewer. There are several buttons available in the image panel
interface:

e  Empty cache: Erases the cache of the slide

¢ Add to cache queue: Adds the image to background cache service's queue, which will schedule
the population of the cache file. The cache queue can be monitored through the Cache builder
settings.

® Move image: Moves the image to another directory

¢ Rename image: Renames the image

© 2017 Pathomation



Image management 45

71 Manipulating slides

Whole Slide Images comes in a variety of (physical) shapes and sizes. Some file formats (like Zeiss ZVI
or Nikon ND2) can represent no more than a (multi-fluorescent channel) snapshot. Other formats can
be very complex and consist of multiple files and directories.

At the end of the day, end-users just want to be able to manipulate whole slide images. As an end-user
you do not want to worry about what all files constitute your WSiIs, especially not if you have a
heterogeneous working environment with slide originating from different scanners.

In order the make the process of manipulating WSIs a seamless experience, PMA.core offers slide
move and copy operations as part of its user interface.

=l  2016-05-18 12.46.42.ndpi

Dimensions 142848 x 71424

File Format hamamatsu (Unknown)
Tile size 512

Zoom levels 9

Cache 0%

i Empty cache 2N Add to cache queue Maove image # Rename image

All you need to do is indicate what slide you want to transfer, and where you want to have it transferred
to. PMA.core behind the scenes takes care and makes sure of transferring the whole slide of you,
whether it consists of just one file or multiple files.

© 2017 Pathomation



46

PMA.core 1.2 manual

Move image to new folder

Home » Images » Movelmage

[zl pmalAgoko/GZA B HE - 2016-05-18 12.46.42.ndpi

Dimensions 142848 x 71424
Tile size 512

Zoom levels 9

Cache 0%

Select Directory

£~ ] isber

i ] pma
i~ L] Agoko
£~ [] Aperio
£~ | dsight file formats
£~ | GE Omnyx

- ] lego

- ||| Leica

- || motic
B || _ viewer
b~ [l] _20160525224738
£~ L] 100265
£~ ] 100287 _1-1a
£~ ] 100310_2-1a
£~ []100312_2-1a
£~ ] 100314_2-1a
£~ 1] 1002391-a
i [1]100399-a

- [ roche

i [ ] Zeiss

# Move Image © Cancel

b
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8 Form management

In the forms management section, data input forms can be designed that are subsequently assigned to
virtual slides. These forms can then be filled in by the system's users while viewing slides. The data that
users submit for each form are also available within this section.

8.1 Forms

In the forms tab, the list of available forms is displayed. It is possible to create new forms or edit the
existing ones.

Forms

Home 3 Fosme

Forms Lookup lists Submimed data

Mams Mersion Dscripion Fieldy Sk BN

CMET IHC SCORING 1 12 1 P -
HE 1 10 1

scoring s [ =
BiCroate new

Adding a new form displays a pop up dialog that accepts the basic information of a form. Once this data
is provided, the form designer is displayed.

New Form
Name
Version 1

Description

Instructions

Create and Edit Cancel

Name The form's title
Version Numeric version of the form
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Description Description text

Instructions Optional instructional text to be displayed to
the users that will fill the form

The form designer enables the management of a form's available fields. A new field can be added by
selecting the desired field type from the "Add New Field" dropdown box:

Add Mew Field a
' Q
Text Field S
Integer Field
Double Fiekl
DateTime Field
Percentage Field
Paragraph
Seldect List
Cherkhoxes bt
Text Displays a text box that accepts a free text
value
Integer Displays a text box that accepts an integer
value
Double Displays a text box that accepts a decimal
value
DateTime Displays a text box that accepts a date & time
values
Percentage Displays a text box that accepts values
between 0 and 100
Paragraph Displays a paragraph of text which accepts no
input
Select List Displays a list box that contains values from a
predefined list
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Checkboxes Displays multiple checkboxes with values from
a predefined list

Radio Displays multiple radio buttons with values
from a predefined list

Label Displays a text label which accepts no input

Once a field type is selected, a panel is displayed at the end of the field list containing the properties of
the field. Depending on the field type, different information have to be provided in order for the field to
be defined.

Label The text label that will appear  All
next to the field

Tooltip The text hint that will appear Al
when the mouse is over the
field
Lower Bound The minimum allowed value Integer, Double,
Percentage, DateTime
Upper Bound The maximum allowed value Integer, Double,
Percentage, DateTime
Required Boolean value that indicates Text, Integer, Double,
whether or not this field is Percentage, DateTime,
required Select, Checkboxes, Radio
Allow Below Boolean value that indicates Integer, Double,

whether or not it is allowed to  Percentage, DateTime
enter values below the lower

bound
List Lookup list of values Select, Checkboxes, Radio
Allow Other Boolean value that indicates Select, Checkboxes, Radio

whether or not it is allowed to
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enter values that are not
contained in the list of values

The order by which the fields appear in the form can be arranged by dragging each field's panel to the
desired location:

= S aragrap
Label RadioButton
Label Control svaluation Required
Tooltip Label 4in 1 contral
Toolip
Allow Other
List acceplable YN

8.2 Look-up lists

In the Lookup lists tab, lists of values are be defined that can be assigned to form fields in order to
reduce the acceptable values to specific ones.

Forms
Forma

o Lookup lists
Climical Dx [1] | 7’ -
Score [i] 4 r -
Staining artifacts [1] 5 7 -
Staining radures [i] P _
Type of tissue received 0 » rl -
¥iN (1] 2 7 -
acceplabhe YN [i] 2 # -

B Create new

A lookup list consists of the following fields:
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Name The name of the list

List Version Numeric version of the list
Edit List

W feaum

List Version L

- Back b List

H s 3431 List Bem

The possible values of the list can be added from the panel on the bottom of the list editor.

8.3 Submitted data

The data submitted by each user for each form can be obtained in the "Submitted data" tab in the

formats:
e HTML
e CSV
e XML
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Forms

Forma
m= Submitted data

MET HC SCORING
1 1 = =
t ning
.....
1 1 ) =

8.4 Access control

Forms can be specified to apply to only specific root-directories. Click on the "Form accessibility"
button in the forms meta-data view:

=  Forms
Name Version Description Fields Submissions

BIM trephine biopsy quality score 1 5 53 P -
Foulis_case 1 7 196

L P -
Foulis_private 1 Further Case Information 1 58 s -
Foulis_slide 1 3 373

L P _-
Gepts_case 1 select case-level data from 1965 Willy Gepts paper 5 22 s _
Gepts_slide 1 Slide level data 1 138 s _
Gepts_specimen 1 specimen level data 1 18 P _

& Create new = Form availability

You now see a roster that displays all the available root-directories along the X-axis, along with all
available forms on the Y-access.
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Form availability overview

Home Forms Form availability overview
v Form availability overview B Save
Form / Directory = ICON MOC  Workgroup = _in_aperio _in_fluo_bd | _in_fluo_niken = _in fluo_zeiss anapath_cases dbb s?fcllt;.-' foulis  gepts
Gepts_case
Gepts_specimen
Gepts_slide
Foulis_case
Foulis_slide
Foulis_private

BM trephine
biopsy quality
score

Check the form/root combinations that you want to make exclusive, and press the save button in the top-
right corner to apply the changes.

When no restrictions are set, the form is available for all root-directories (as is the case with the "BM
trephine" form in the screenshot).
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System status & diagnostics

Several status & diagnostic tool are available under the "Status" option on the left menu.

Installation check

The installation check section performs various test to ensure the correct installation of
well as to verify the presence of all the required libraries.

Installation Checks

Heme > Installation Checks

i Settings « | Checks
Operating System Microsoft Windows NT 6.1.7601 Service Pack 1 (64-bit) Database connection
1IS version Microsoft-l1SM10.0 Database schema
Application init time 8593 4915 ms Database write
Allow nested root true DB test insert
directories

DB delete
Session Timeout 200 minutes

Cache directory create file
Webforms Timeout 03:20:00 minutes
Cache directory delete file

Current user Yves-HPVYves

Cache directory create sub - directory
DB connection Data Source=|DataDirectory|Data\Global.s3db; Version=3;
string Cache directory delete sub - directory
Application path C:\pathomation\PMA core 1.x\HistoScopeServerWeb Log directory create file

Mapped as /histoscope
Log directory delete file

Cache path ~/App_Data/Cache
TraceHandler available

Mapped cache path  C:\pathomation\PMA core

1.x\HistoScopeServer\Web\App_Data\Cache Openslide Library

Log path ~/App_DatalLog

Mapped log path Cpathomation\PMA core 1.x\HistoScopeServerWeb\App_Data'\Log
Recognized =if*, =.vsi*, *.bif, *.ndpi, ".mrxs, *.svs, *.scn, ~.zvi, *.jpa, ~.jpeq, *.czi,
extensions DICOMDIR, *.nd2, *.svslide

Several these parameters are only available from PMA.core 1.1 and onwards, including:

the system as

i
|

Operating

System, IIS version, Application init time, Allow nested root directories, Application path, and

Recognized file extensions.

The Webforms Timeout value indicates the amount of time after which an idle user gets
the administration Ul of PMA.core.

logged out of
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9.2 Integrity Report

The integrity report section will perform a recursive scan on the selected root directories and report
virtual slides that cannot be parsed by the system.

Integrity report

You can select one or more root-directories to be scanned at the time.

9.3 Active Sessions

In the session management section the currently active users are displayed. The system gives the ability
to terminate a user's session.

Session Management

Session Management

aamin By1DEpDSDSOTVENSHS4IS] IN12014 12:00:57 True 30M72014 12:20:57 - .
b X lTemminale

The lifespan of a session is governed by the ASP.Net session time out value. This value is displayed in
the installation check page. When a session is idle for more time than what is defined as the session
time out value, it becomes automatically invalid and the corresponding user will need to log in again.

You may delete an active session (e.g. when it's been idle for a large period of time; perhaps the end-
user forgot to log out properly), but you cannot delete your own session.

94 Logs

The log file section provides access to the raw log files produced by the server.
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Available log files

Liog files

- Top 20 most recent files

The log file section provides access to the raw log files produced by the server.
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10 Advanced topics

10.1 Interfacing the server from 3rd party software

PMA.core is a very flexible product. In such, it can be interfaced with from a number of other
environments. That type of operations is outside the scope of this document however. This type of
functionality is described in a separate document titled "programming guidelines".

10.2 Cache service

The cache service is an optional component of the PMA.core platform. It is a Windows service that runs
in the background and it's purpose is to generate and store tiles from digital slides. This is a process that
is typically scheduled a priori. In other words, a digital slide is added to the cache service's queue, the
service builds a cache for it and then PMA.core can use the pre-built cache in order to serve requests
for the particular image, to improve performance.

10.2.1 When to use the cache service

Creating a cache from a digital slide is a lengthy process. You should only add a digital slide to the cache
service's queue when you expect this slide to be viewed a lot of times by many users. This reduces the
effort required by the server to read the original image, since it can serve pre-generated images instead.
You should avoid adding images to the queue that are not expected to be viewed many times, in order
to save storage space.

10.2.2 How to add an image to the queue
This task is explained in the "Cache Settings" section of the server setup process.
10.3 Monitoring system use

On the main page, you can see a chart that indicates recent system use:

2] S

mages Manage Users Manage Directories Logs License

i

Information 2 Update

& 0 mresizm: M_m

Clicking on the chart brings up a historical (since system inception) chart of both consulted slides and
user sessions (on a monthly basis):
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10.4

&  User Statistics

@ Image Statistics

30 6000
[ Monthiy User Activity, [ Monthiy Image Activity

250 5000
200 4000
150 3000
100 2000
50 1000
0 0

08-2015 09-2015 10-2015 11-2015 12-2015 01-2016 02-2016 03-2016 04-2016 05-2016 06-2016 07-2016
Month Active Users
08-2015 125
09 - 2015 127
10-2015 277
11-2015 233
12-2015 167
01-2016 197
02-2016 263
03-2016 241
04 -2016 279
05 -2016 270
06 - 2016 242
07 - 2016 168

08-2015 09-2015 10-2015

Month

08-2015

09 - 2015

10-2015

11-2015

12-2015

01-2016

02 - 2016

03-2016

04 - 2016

05 - 2016

06 - 2016

07 - 2016

11-2015 12-2015 01-2016 02-2016 03-2016 04-2016 05-2016 06-2016 07-2016

Aetive Images

1331

1389

3619

3462

2006

2761

5135

3376

2371

3210

2110

383

You can limit the chart to show the historical load and access to just one particular root-directory:

#  Root Directory

Please select a root directory patholagie

&  User statistics

300

& Image Statistics

[W]Monthiy User Activity
250

200

1l

0
[W]Monthiy Image Activity

Lol .n.

08-2015 09-2015 10-2015

3 RootDirectory

Please select a root directory histologie

& | User statistics

11-2015 12-2015 01-2016 02-2016 03-2016 04-2016 05-2016 06-2016 O7-2016

VS.

08-2015 09-2015 10-2015

E& Image Statistics

11-2015 12-2015 01-2016 02-2016 03-2016 04-2016 05-2016 06-2016 O7-2016

300 1000
W] Monthly User Activity, W[ Monthly Image Activity
250 o
200
600
150
400
100
= 200
0 (] —

08-2015 09-2015 10-2015

11-2015 12-2015 01-2016 02-2016 03-2016 04-2016 05-2016 06-2016 07-2016

08-2015 09-2015 10-2015

Adding a copyright notice to snapshots

11-2015 12-2015 01-2016 02-2016 03-2016 04-2016 05-2016 06-2016 07-2016

The following operations should only be performed by experienced users. If you don't know where or
how to find a file called "App_Data\Data\PMACore.config", you should stop reading and contact

somebody more knowledgeable in this area.

Assuming that you know what you're doing; you can add a copyright text to draw on top of snapshots.
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<!-- Copyright text to draw on region calls.
Remove or set to emtpy string to prevent the text from being drawed -->
<add key="regionCopyrightText" wvalue="® 2816 Pathomation" />

You can determine the position of the copyright notice as well:
<!-- Position to draw copyright text on region calls:
@=top left, 1=top right, 2=bottom left, 3=bottom right -->

<add key="regionCopyrightTextPosition" valus="3" />

Your resulting snapshots will now have a right-aligned copyright notice added to the bottom:

=)

You can remove or set the value to an emtpy string to prevent the text from being drawn.

10.5 Impact of tile quality on data traffic

Using Image Settings, one can control the quality of individual tiles. Each tile is a JPEG-image, and the
setting controls the compression-rate used to generate these JPEGs.

We did a survey of the impact of various quality settings, and came up with the following measurements.
As could be predicted, reducing the tile quality significantly reduces the amount of bytes transferred:

Quality - Image - % requested n Bytes downloadeﬂ

100  pma/_CACHE_TEST/CMU-2_100.svs 100 1101.15 mb
90  pma/_CACHE_TEST/CMU-2_90.svs 100 426.89 mb
80  pma/_CACHE_TEST/CMU-2_80.svs 100 326.94 mb
70  pma/_CACHE_TEST/CMU-2_70.svs 100 278.12 mb
60  pma/_CACHE_TEST/CMU-2_60.svs 100 250.46 mb
50  pma/_CACHE_TEST/CMU-2_50.svs 100 225.63 mb
40  pma/_CACHE_TEST/CMU-2_40.svs 100 202.37 mb
30  pma/_CACHE_TEST/CMU-2_30.svs 100 181.84 mb
20  pma/_CACHE_TEST/CMU-2_20.svs 100 154.78 mb
10  pma/_CACHE_TEST/CMU-2_10.svs 100 106.15 mb

Does tile quality impact the time it takes to serve a tile? We don't notice any meaningful difference
(except for the obvious measurements directly related to physical tile file size).

Below you can see all measurements combined in a single chart:
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